Please type a plus si$n (+) inside this box — > j ^ | 



PTO/SB/08A (10-96) 
Approved for use through 10/31/99. 0MB 0651-0031 
Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 
U nder the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unless it contains a valid OMB control numt>er. 



Substitute for form 1449A/PTO 



INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(use as many sheets as necessary) 



Complete if Known 



Application Number 



Filing Date 



First Named Inventor 



Group Art Unit 



Examiner Name 



Unknown 



Herewith 



CHRISPOPHER L HAMLIN 



Unknown 



Unknown 



Sheet 



1 



of 



1 



Attorney Docket Number 



K35A0576 



U.S. PATENT DOCUMENTS 


Examiner 
Initials* 


Cite 
No.^ 


U.S. Patent Document 


Name of Patentee or Applicant 
of Cited Document 


Date of Publication of 
Cited Document 
MM-DD-YYYY 


Pages, Columns, Lines, 

Where Relevant 
Passages or Relevant 
Fiqures Appear 


KindCode^ 
Number . v 
\if known) 






t; fifty 037 




Naclerio 


11-11-1997 


/ . , 






5,734,819 




Lewis 


03-31-1998 








5,920,690 




Moyer, et al. 


07-06-1999 


/I 

















































































































































































































































FOREIGN PATENT DOCUMENTS 


Examiner 
Initials* 


Cite • 
N0.1 


Foreign Patent Document 

Kind Codes 

Office^ Number* (/Y Renown) 


Name of Patentee or 
Applicant of Cited Document 


Date of Publication of 
Cited Document 
MM-DD-YYYY 


Pages, Columns. Lines. 

Where Relevant 
Passages or Relevant 
FlQures Appear 

























































































































































































Examiner 
Signature 




Date 

Considered 





*EXAMINER: Initial if reference considered, whether or not citation is in confomiance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. 



' Unique citation designation number. ^See attached Kinds of U.S. Patent Documents. ^ Enter Office that issued the document, by the two-letter 
code (WlPO Standard ST.3). * For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial 
number of the patent document. ^ Kind of document by the appropriate symbols as indicated on the document under WlPO Standard ST. 16 if 
possible. ^Applicant is to place a check mark here if English language Translation is attached. 

Burden Hour Statement: This form is estimated to take 2.0 hours to complete. Time will vary depending upon the needs of the individual case. Any comments on 
the amount of time you are required to complete this form should be sent to the Chief Information Officer, Patent and Trademark Office, Washington, DC 20231 . 
DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Assistant Commissioner for Patents, Washington, DC 20231. 



Please type a plus sign (+) inside this box — ^ | -|, | 



PTO/SB/08B (10-96) 
Approved for use through 10/31/99. 0MB 0651-0031 
Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 
Unde r the Papenvork Reduction Act of 1995. no persons are required to respond to a collection of information unless it contains a valid 0MB control nurnber. 



-^ 



Substitute for form 1449B/PTO 



INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(use as many sheets as necessary) 



Complete if Known 



Application Number 



Filing Date 



First Named Inventor 



Group Art Unit 



Examiner Name 



Unknown 



Herewith 



CHRISPOPHER L HAMLIN^; 



Unknown 



Unknown 




Sheet 



1 



of 



1 



Attorney Docket Number 



K35A0576 



OTHER PRIOR ART - NON PATENT LITERATURE DOCUMENTS 


Examiner 
Initials* 


Cite 
No J 


Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the 
item (book, magazine, journal, serial, symposium, catalog, etc.). date, page(s), volume-issue number(s), 
publisher, city and/or country where published. 


T2 






HANS EBERLE, "A High-Speed DES Implementation For Network Applications", Technical Report 90, DEC 
System Research Center, September 1 992 








TYGAR, J.D. and YEE, B.S., "Secure Coprocessors in Electronic Commerce Applications", Proceedings 1995 
USENIX Electronic Commerce Workshop, 1995, New York 













































































Exanniner 
Signature 




Date 

Considered 





•EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. 

^ Unique citation designation number. ^ Applicant is to place a check mark here if English language Translation is attached. 

Burden Hour Statement: This form is estimated to take 2.0 hours to complete. Time will vary depending upon the needs of the individual case. Any comments on 
the amount of time you are required to complete this form should be sent to the Chief Information Officer, Patent and Trademark Office, Washington, DC 20231 . 
DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Assistant Commissioner for Patents, Washington, DC 20231. 



i 



Rease type a plus sign (+) inside this box -» [ ^ | 
Unde r the Paperworit ReducUon Act of 1995. no persons are reql 




Substitute for form 1449A/PTO 



INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(use as many sheets as necessary) 



Sheet 



1 



Of 



S>/ PTO/SB/OaA (10-96) 

</ Approved for use through 10/31/99. OMB 0651 -0031 

Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 
' to a collection of information unless it contains a valid OMB control number. 



+ 



Complete if Known 



Application Number 



Filing Date 



First Named Inventor 



Group Aft Unit 



Examiner Name 



Attorney Docket Number 




09/477,107 



12/31/99 



HAMLIN, ChristO] 



Unknown 



Unknown 



K35A0576 



U.S. PATENT DOCUMENTS 


Examiner 

iniUcU5 


Cite 
No ^ 


U.S. Patent Document 


Name of Patentee or Applicant 
of Cited Document 


uai6 OT ruoiicauon oi 
Cited Document 
MM-OD-YYYY 


Pages. Columns. Lines, 

Where Relevant 
Passsges or Re lev 3 nt 
Figures Appear 


^. ^ KindCodo^ 
Number , » 
\ff known ) 






5,592,555 




Stewart 


01/07/97 








5,687,237 




Naclerio 


1 1/1 1/97 








5,734.819 




Lewis 


03/31/98 








5,857,025 




Anderson et al. 


01/05/99 








5,931,947 




Bums et al. 


08/03/99 








5,920,690 




Moyer et al. 


07/06/99 









































































































































































































FOREIGN PATENT DOCUMENTS 


Examiner 
Initials* 


Cite ■ 
No.^ 


Foreign Patent Document 


Name of Patentee or 
Applicant of Cited Document 


Date of Publication of 
Cited Document 
MM-DD-YYYY 


Pages. Columns. Lines. 

Where Relevant 
Passages or Relevant 
Frqures Appear 




Kind CodeS 

Office^ Number^ {}f known) 























































































































































































Examiner 
Signature 



Date 

Considered 



/Q tool 03 



•EXAMINER: Initial If reference considered, whether or not citation Is in conformance with MPEP 609. Draw line through citation if not in conformance and not 
considered. Include copy of this form with next communication to applicant. 

^ Unique citation designation number. ^ See attached Kinds of U.S. Patent Documents. ^ Enter Office that issued the document, by the two-tetter 
code (WlPO Standard ST. 3). * For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial 
number of the patent document. * Kind of document by the appropriate symbols as indicated on the document under WlPO Standard ST. 16 if 
possible. ^ Applicant is to place a check mark here if English language Translation is attached. 

Burden Hour Statement: This form is estimated to take 2.0 hours to complete. Time will vary depending upon the needs of the individual case. Any comments on 
the amount of time you are required to complete this fonm should be sent to the Chief Infonmation Officer, Patent and Trademark Office, Washington, DC 20231 . 
DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Assistant Commissioner for Patents, Washington, DC 20231 . 



Rease type a plus sign (+) inside this box 
Under the Paperworic Reduction Act of 1995. no persons are n 




Substitute for form 1449B/PTO 



INFORMATION DISCLOSURE 
STATEMENT BY APPLICANT 

(use as many sheets as necessary) 



Sheet 



of 



PTO/SB/08B (10-96) 
Approved for use through 10/31/99. 0MB 0651-0031 
Patent and Trademark Office: U.S. DEPARTMENTT OF COMMj&I^E 
id to a collection of infomiation unless it contains a valid OMB c ontr ol n^ „ „ 
^ 



Complete if Known 



Application Number 



Rling Date 



First Named Inventor 



Group Art Unit 



Examiner Name 



Attorney Docket Number 



09/477,107 



12/31/99 



HAMLIN, Christ! 



Unknown 




Unknown 



K35A0576 



OTHER PRIOR ART - NON PATEriT LITERATURE DOCUMENTS 


Examiner 
Initials* 


ate 

No.^ 


Include name of the author (In CAPITAL LETTERS), title of the article (when appropriate), title of the 
item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), 
publisher, city and/or country where published. 


T2 






BEN NET YEE, J.D. TYGAR, "Secure Coprocessors in Electronic Commerce Applications", First USENIX 
AVorkshop on Electronic Commerce, July 1 1 -1 2, 1 995, 1 55-1 70. 






^ 


BRUCE SCHNEIER, "Applied Cryptography Second Edition: protocols, algorithms, and source code in C", 
^96, 1-9 & 409-413. John Wiley & Sons, Inc., USA. 




SIP 


V 


HANS EBERLE, "A High-speed DES Implementation for Network Applications", digital Systems Research 
Center, September 23, 1992, 1-24. 








qArTH A. GIBSON, DAVID F. NAGLE, KHALIL AMIRl, FAY W. CHANG, HOWARD GOBIOFF, ERIK RIEDEL, 
OAVID ROCHBERG, AND JIM ZELENKA, "Fllesystems for Network- Attached Secure Disks", July 1997, 1-18, 
CMU-CS-97-118, School of Computer Science, Carnegie Mellon University, Pittsburgh, Pennsylvania 

^t^^Uf^ ^^^^ 






r 


HOWaRD GOBIOFF, GARTH GIBSON. AND DOUG TYGAR, "Security for Network Attached Storage 
D/6vices", October 23, 1997, 1-18, CMU-CS-97-185, School of Computer Science, Carnegie Mellon University, 
Pittsburgh, PA 15213. 






> 


D^ID NAGLE AND JOAN DIGNEY, "NASD-lmplementation". http://www.pdl.cs.cmu.edu/NASD/, 11/19/98, 
/2. NASD at CMU. 




bv 




OAVID NAGLE AND JOAN DIGNEY. "NASD-Extreme NASD", 
nttp://vmw.pdl.cs.cmu.edu/NASD/highlights97.html 06/10/99, 1-6, NASD at CMU. 






> 































Examiner 
Signature 




Date 

Considered 





*EX/VMINER; Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through citation if not In conformance and not 
considered. Include copy of this form with next communication to applicant 

' Unique citation designation number. ^ Applicant is to place a check mark here if English language Translation Is attached. 

Burden Hour Statement: This form is estimated to take 2.0 hours to complete. Time will vary depending upon the needs of the individual case. Any comments on 
the amount of time you are required to complete this form should be sent to the Chief Information Officer, Patent and Trademark Office, Washington, DC 20231 . 
DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Assistant Commissioner for Patents, Washington, DC 20231 . 



Please type a plus sign (+) inside this box | ^ j 
Und er the Paperwork Redi«:tion Act of 1995. no persons are required to 




Substitute for form 1449B/PTO 

INFORIVIATION DISCLOSURE 
STATEIVIENT BY APPLICANT 

(use as many sheets as necessary) 



PTO/SB/08B (10-96) 
Approved for use through 10/31/99. OMB 0651-0031 
Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 
oollection of information unless It contains a valid OMB control number. 



+ 



Complete if Known 



Application Number 



Rling Date 



Rrst Named Inventor 



Group Art Unit 



Examiner Name 



09/477,107 



12/31/99 



HAMLIN, Christopher 



Unknown 



Unknown 



Sheet 



Of 



Attorney Docket Number 



K35A0576 



OTHER PRIOR ART - NON PATENT LITERATURE DOCUMENTS 


Examiner 

III] Udio 


ate 

No ^ 


Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the 
item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue number(s), 
publisher, city and/or country where published. 








Howard Gobioff, "Security for a High Performance Commodity Storage Subsystem", School of Computer 
Science, Camegie Mellon University, CMU-CS-99-160, July 1999, pp. 171-178. 








































TC < 










■ 

\ 
> 






F E 

c 


> — 






WOO 





















o 

-< 
m 
a 



Examiner 
Signature 




Date 

Considered 





•EXAMINER: Initial if reference considered, whether or not dtation is in conformance with MPEP 609. Draw line through dtation if not in conformance and not 
considered. Indude copy of this form witti next communication to applicant 



^ Unique dtation designation number. ^ Applicant is to place a check mark here if English language Translation is attached. 



Burden Hour Statement: This form is estimated to take 2.0 hours to complete. Time will vary dependirig upon the needs of the individual case. Any comments on 
the amount of time you are required to complete this form should be sent to the Chief Information Officer, Patent and Trademark Office, Washington, DC 20231. 
DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Assistant Commissioner for Patents. Washington, DC 20231. 



